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Forensic Debugging

Getting the truth by inference, autopsy,
and putting the squeeze on informants

Elan Ruskin

Valve Corporation
slides available at:
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Good Afternoon!

slides available at:
bit.ly/hPCmVW

Good morning everyond?lease turn off cell phones, fill oavalforms, etc.
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Who this talk is for:
e CSgrads

— (who know C++ and how a call stack works)
* Gameplay Programmers
* System Programmers
s—Arbists

— (try room 3037?)

slides available at:
bit.ly/hPCmVW

This talk is for programmers of all levels:
Beginners will learn why the debugger sometimes lies to them and how to beat

the truth out of it

Intermediates will learn techniques for dealing with core dumps of all kinds and
divining the causes of really weird problems

Experts may be interested by our system for aggregating stability data during
testing and even after release, and how we act upon that in support

QA will learn all they need to know about what "crash dumps" are and how to
collect them in a way that gets them fixed fast

Artists are in the wrong room.
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Today’s Show

Basic The lying
debugger

Collecting Data After
Fingerprints Evidence Shipping

¢2RI28Q& LINBANIYI AYy &AE LI NIaod

First, what is a crasi®hat exactly happens in the app and the operating system when one is encountered?
Second, some basic anatomy of crash dumps and what they contain.

Third, why the debugger is so often unreliable when dealing with crash data or optimized executables.
Fourth, typical patterns of common crashes, and how to identify them.

Fifth, how to collect all your evidence in one place, and deal with it efficiently. ; i
{AEUKZ K2¢ ¢S O2ftftSOu0 RFO4lFI FYyR FOU 2y auloAftAGe

This talk is about:
Crashes
Collecting crashes
Testing crashes
Analyzing crashes
Common causes of crashes
Fixing crashes
A crash course
The mysterious "Disassembly” window in your debugger and why it is your best friend
Debugging "release" builds generally
How to do it, why to do it, and why not to be afraid
How to read a call stack by eye when the tools fail you
Tips about MSVC and GDB you may not have known
Techniques for a forensic approach to debugging
Tools for collecting stability data from a lot of machines
Best practices for QA while you're still testing internally
How to get data from your game after you've shipped it
HothaIve gets data from five million testers customers around the world and turns it into
patches
And some handy open source todiseakpad socorrg and friends
Every platform Valve supports:
PC, Mac, 360, PS3, Linux
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ONCE UPON A TIME,
ON A PLANET FAR FAR AWAY...
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The Crash on Mars

Astory about the crash on Mars. Not the probe that slammed into it because it mixed

dzLJ YA f Sa

YR {Af2YSGSNEX

11



Game Developers Conference’ 2011

The Little Robot That Couldn’t

X o0dzi GKS
computer crashed.
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Mars Spirit Rover

* |BM RAD6000 CPU * Two radio antennas
(PowerPC derivative) — Low-gain UHF

e 128mb DRAM * to Earth or to orbiter

. * <1kbps
1%|Se65r;SI:GFI‘IY?)Sh card (DOS * omnidirectional

— High-gain X-Band

* VxWorks OS in ROM « 11kbps to Earth

» 128kbps to orbiter
* Needs aiming

e 20 minute ping time!

| SNBQa (KS alLlsoa 2y (GKS al NBR &aLANARG NBOISN
communicating by radio: a logain antenna, which is used for emergencies and during
landing, and a higlgain antenna, which is like a satellite dish that communicates at a

much higher baud. Either antenna can be used to transmit directly to Earth, or (at a

faster rate) to the Mars Global Surveyor orbiting overhead, which can relay data

between Earth and the probe.

This information from a great NASA paper:

The Mars Rover Spirit FLASH Anomaly

Glenn Reeves

Tracy Neilson

Jet Propulsion Laboratory (JPL)

Pasadena, CA 91109

8183931051

Glenn.E.Reeves@ijpl.nasa.gov, Tracy.A.Neilson@jpl.nasa.gov
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’ Sol 18

* Roll onto surface

* 9am uplink fails
*12:45pm “BEEP!” ok

* Other downloads missed

Spirit Timeline
|

Sol 19

Sol 20

* Spirit uploads empty packet
to orbiter

* Scheduled downloads missed
« Spirit sends 7.8125bps
“major error” beep via UHF.

* NASA transmits: “send us
your status”

* Spirit transmits 5min of
telemetry, over and over

* “I've rebooted lots of times”
« Battery temperature high,
charge low
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* Day 21, “low power
fault” signal received

* Dedicated backup
circuit detects
batteries running low,
tries to shut down

— When shutdown fails,

backup backup circuit
unplugs the CPU!
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Key Facts

e Stuck in reboot loop

* Not shutting down overnight to conserve
battery

* Not recording telemetry or science to FLASH

After midnight, the probe successfully turned on its UHF radioteashmittedto the
orbiter for 2 minutes and 20 seconds, but sent no dé&aits radio was on and working
properly, but had not been given data to transmit.

The probe missed itsext appointed downloads, and finally sent the Blue Bleep Of
5SFGK G AGAa aR2dzof S bitta® dzLJ SYSNASy Oe ¢ A& d:

NASA knew four things could put the probe in that mode: low power, broken system

clock, loss of uplink,oranXl YR N} RA2 Fl dz Gd ¢KS& (ySeg f
0SOlFdzaS {LIANARG 06SSLISR 2y GAYSI GKS adzLd Ay
indication of low power on day 18, and aroX Y R Fl dzf § 62 dzZ Ry Qi KI @
radio.
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Workaround

* NASA spams: “go to crippled mode, disable FLASH”

* Batteries recharge over the next day and CPU reboots
in crippled mode.

* Onday 32, sent “reformat FLASH drive” command
— fixed problem (temporarily).
— Why?

17
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DOS file system in Vx

Directory table entry (32B)

1

Filename (8B)
. . Extension (3B)
/foo Directory File Attributes (1B)
. Reserved (1B)
VN Dir Entry Create time (3B)
Dir Entr Create date (2B) . -
/bar - Y | ——Z oo acceos date 35) , File allocation table
Dir Entry First cluster # (MSB, 2B) 1 Volume info
- - Last mod. time (2B) 2 Free
file Dir Entry Last mod. date (2B) 3 A <
1 First cluster # (LSB, 2B) B
— file size (4B) 5 d
~ — 10 <
— 8 EOC
5
L /baz 8 3 »
9 Free P
10 11 >
11 EOC

The DOSlesystemis a tee of subdirectories.

Eachsubdiris a file containing a list of filenames and disk addresses
Deleting a file means just overwriting the first byte of its name with OXE5
Mounting thefilesystemmeans loading the directory trees into RAM

18
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DOS file system in Vx

Directory File
OxE5 =3 A001.jpg
8002.jpg
&003.jpg
BO0A. jipgy
foo [dir]

/ foo

e
L /aar

Vo T
/aars

7
|| /aupiter

i

/daturn

/ahol

/aein

/aong

But thismeans that the amount of RAM needed to mount fiilesystemincreases with
0KS ydzYoSNJ 2F RSt SGSR FAtSaH 90@Sy
storage to represent all those deleted filenames.

i K2dzaK
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DOS file system in Vx

* Two fatal misconfigurations:

— DOS library allowed to malloc() space for deleted filenames, and run
out of room

— malloc() deadlocked when out of space
* PowerPC watchdog timer (DEC register) detects deadlocks and
triggers exception when they occur (in this case reboot)
* CPU would boot, mount filesystem, run out of room, deadlock,
reboot, mount filesystem, run out of room, deadlock....

* NASA uploaded a patch in April 2004

Two configuration errors conspired to place the system into
a condition where it would reset repeatedly and also
prevented the vehicle from autonomously shutting itself off
to save power. A configuration error in the DOS Library
module allowed the size of the private memory area to
expand by allocating additional space from the free system
spacel2. A configuration error in tiem Library module
silently resulted in a suspended task when the request for
additional memory could not be satisfied.
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NNASNALIVE

XAY 6KI( thedirstleddBexammdefolinterplanetary DLC. The patch included:

Compaction of subdirectories after files are deleted to yield back the used space
Automatically entering crippled mode after repeated resets

PaAy3a 6 OKR23 GAYSNI G2 FT2NDS 20SNYyAIAKI
Put a timeout on the semaphore that waited for the FLASH library functions to return

Oh, and not usingnallocafter initialization!

Qx
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And so they Saved Science.

22
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WIPy Are Crashes Important?

‘\
|
I

Why do we care about crashes?
Raise your hand if you've ever had a game crash on you.
Keep your hand up if you thought this was really annoying.
Keep your hand up if you ever lost progress to a crash.
Look around the room.
Those people with their hands up are your customers.
[display image]

Even if you hate your customers, an unstable game will usually fail console
certification.
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Thequestion is really, why treat crashes differently from other bugs?

28ttty GKS8QNB SEGUNBYSfe lLyyzeiay3da (2 GKS
outright more easily than almost any other bug.

.dzdh PG GKS alryYS GAYSI 2y0S @2dz (y28 K2g
caused the crash.

So crashes have a pretty high ratio of how annoying they are over how hard they are to

fix.

Also, crashes are unique in ways that makes tllefugabbldy means not available

G2 Y2ad 20KSNJ 0dzZ3ay Ay LI NILAOdz I NE AGQa 2
KFEgS | ayllLlakK2d 2F GKS ON}akQa adlrdaSo

l'YR NBlFffte GKAa GFf]1 AayQi a2 YdzOK | 6 2 dzi
debugging: how you can look at the current state of a process, at its memory and stack,
YR FAIAzNB 2dzi 6K iQa 3I2yS gNRYy3I YR 6KI G
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