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Good morning everyone!Please turn off cell phones, fill out evalforms, etc. 

3



This talk is for programmers of all levels: 
Beginners will learn why the debugger sometimes lies to them and how to beat 
the truth out of it
Intermediates will learn techniques for dealing with core dumps of all kinds and 
divining the causes of really weird problems
Experts may be interested by our system for aggregating stability data during 
testing and even after release, and how we act upon that in support
QA will learn all they need to know about what "crash dumps" are and how to 
collect them in a way that gets them fixed fast
Artists are in the wrong room.

4



¢ƻŘŀȅΩǎ ǇǊƻƎǊŀƳΣ ƛƴ ǎƛȄ ǇŀǊǘǎΦ

First, what is a crash?What exactly happens in the app and the operating system when one is encountered?
Second, some basic anatomy of crash dumps and what they contain.
Third, why the debugger is so often unreliable when dealing with crash data or optimized executables.
Fourth, typical patterns of common crashes, and how to identify them.
Fifth, how to collect all your evidence in one place, and deal with it efficiently.
{ƛȄǘƘΣ Ƙƻǿ ǿŜ ŎƻƭƭŜŎǘ Řŀǘŀ ŀƴŘ ŀŎǘ ƻƴ ǎǘŀōƛƭƛǘȅ Řŀǘŀ ŦǊƻƳ ƻǳǊ ŎǳǎǘƻƳŜǊǎ ŜǾŜƴ ŀŦǘŜǊ ǿŜΩǾŜ ǎƘƛǇǇŜŘ ǘƻ ǘƘŜƳΦ

This talk is about: 
Crashes

Collecting crashes
Testing crashes
Analyzing crashes
Common causes of crashes
Fixing crashes
A crash course

The mysterious "Disassembly" window in your debugger and why it is your best friend
Debugging "release" builds generally

How to do it, why to do it, and why not to be afraid
How to read a call stack by eye when the tools fail you
Tips about MSVC and GDB you may not have known
Techniques for a forensic approach to debugging

Tools for collecting stability data from a lot of machines
Best practices for QA while you're still testing internally
How to get data from your game after you've shipped it
How Valve gets data from five million testers customers around the world and turns it into 
patches

And some handy open source tools: breakpad, socorro, and friends
Every platform Valve supports:

PC, Mac, 360, PS3, Linux
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[ŜǘΩǎ ǎǘŀǊǘ ǿƛǘƘ ŀ ǎǘƻǊȅΦ
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Astory about the crash on Mars. Not the probe that slammed into it because it mixed 
ǳǇ ƳƛƭŜǎ ŀƴŘ ƪƛƭƻƳŜǘŜǊǎΧ
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Χ ōǳǘ ǘƘŜ {ǇƛǊƛǘ ǊƻǾŜǊΣ ǿƘƛŎƘ ǿŜƴǘ ƻǳǘ ƻŦ ŎƻƳƳƛǎǎƛƻƴ ŦƻǊmany days because its control 
computer crashed.
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IŜǊŜΩǎ ǘƘŜ ǎǇŜŎǎ ƻƴ ǘƘŜ aŀǊǎ ǎǇƛǊƛǘ ǊƻǾŜǊΩǎ ŎƻƳǇǳǘŜǊ ǎȅǎǘŜƳΦ Lǘ Ƙŀǎ ǘǿƻ ǿŀȅǎ ƻŦ 
communicating by radio: a low-gain antenna, which is used for emergencies and during 
landing, and a high-gain antenna, which is like a satellite dish that communicates at a 
much higher baud. Either antenna can be used to transmit directly to Earth, or (at a 
faster rate) to the Mars Global Surveyor orbiting overhead, which can relay data 
between Earth and the probe.

This information from a great NASA paper:
The Mars Rover Spirit FLASH Anomaly
Glenn Reeves
Tracy Neilson
Jet Propulsion Laboratory (JPL)
Pasadena, CA 91109
818-393-1051
Glenn.E.Reeves@jpl.nasa.gov, Tracy.A.Neilson@jpl.nasa.gov
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After midnight, the probe successfully turned on its UHF radio and trasnmittedto the 
orbiter for 2 minutes and 20 seconds, but sent no data. Ie, its radio was on and working 
properly, but had not been given data to transmit.

The probe missed itsnext appointed downloads, and finally sent the Blue Bleep Of 
5ŜŀǘƘ ŀǘ ƛǘǎ άŘƻǳōƭŜ ōŀŎƪǳǇ ŜƳŜǊƎŜƴŎȅέ ǎǳǇŜǊ ƭƻǿ bitrate.

NASA knew four things could put the probe in that mode: low power, broken system 
clock, loss of uplink, or an X-ōŀƴŘ ǊŀŘƛƻ ŦŀǳƭǘΦ ¢ƘŜȅ ƪƴŜǿ ǘƘŜ ŎƭƻŎƪ ǿŀǎƴΩǘ ōǊƻƪŜƴ 
ōŜŎŀǳǎŜ {ǇƛǊƛǘ ōŜŜǇŜŘ ƻƴ ǘƛƳŜΣ ǘƘŜ άǳǇƭƛƴƪ ƭƻǎǘέ ǘƛƳŜǊ ƘŀŘƴΩǘ ŜȄǇƛǊŜŘ ȅŜǘΣ ǘƘŜǊŜ ǿŀǎ ƴƻ 
indication of low power on day 18, and an X-ōŀƴŘ Ŧŀǳƭǘ ǿƻǳƭŘƴΩǘ ƘŀǾŜ ŀŦŦŜŎǘŜŘ ǘƘŜ ¦IC 
radio.
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The DOS filesystemis a tree of subdirectories.
Each subdiris a file containing a list of filenames and disk addresses
Deleting a file means just overwriting the first byte of its name with 0xE5
Mounting the filesystemmeans loading the directory trees into RAM
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But thismeans that the amount of RAM needed to mount the filesystemincreases with 
ǘƘŜ ƴǳƳōŜǊ ƻŦ ŘŜƭŜǘŜŘ ŦƛƭŜǎΗ 9ǾŜƴ ǘƘƻǳƎƘ ǘƘŜ ǎǇŀŎŜ ƛǎ ŀǾŀƛƭŀōƭŜ άƻƴ ŘƛǎƪέΣ ȅƻǳ ǎǘƛƭƭ ƴŜŜŘ 
storage to represent all those deleted filenames.
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Two configuration errors conspired to place the system into
a condition where it would reset repeatedly and also
prevented the vehicle from autonomously shutting itself off
to save power. A configuration error in the DOS Library
module allowed the size of the private memory area to
expand by allocating additional space from the free system
space12. A configuration error in the Mem Library module
silently resulted in a suspended task when the request for
additional memory could not be satisfied.
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Χƛƴ ǿƘŀǘ ƛǎ ǇǊƻōŀōƭȅthe first ever example of interplanetary DLC. The patch included:

Compaction of subdirectories after files are deleted to yield back the used space
Automatically entering crippled mode after repeated resets
¦ǎƛƴƎ ǿŀǘŎƘŘƻƎ ǘƛƳŜǊ ǘƻ ŦƻǊŎŜ ƻǾŜǊƴƛƎƘǘ ǎƘǳǘŘƻǿƴ ƛŦ άƴƻǊƳŀƭέ ǎƘǳǘŘƻǿƴ ŘŜŀŘƭƻŎƪŜŘ
Put a timeout on the semaphore that waited for the FLASH library functions to return

Oh, and not using mallocafter initialization!
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And so they Saved Science.
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Why do we care about crashes? 
Raise your hand if you've ever had a game crash on you.
Keep your hand up if you thought this was really annoying.
Keep your hand up if you ever lost progress to a crash.
Look around the room.
Those people with their hands up are your customers.
[display image]

Even if you hate your customers, an unstable game will usually fail console 
certification.

¢ƘŜ ǉǳŜǎǘƛƻƴ ƛǎƴΩǘ ǊŜŀƭƭȅ άǿƘȅ ŀǊŜ ŎǊŀǎƘŜǎ ƛƳǇƻǊǘŀƴǘέ ōǳǘ άǿƘȅ ƛǎ ƛǘ ƛƳǇƻǊǘŀƴǘ ǘƻ ŦƛȄ
ǘƘŜƳ ǘƘƛǎ ǿŀȅΚέ
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Thequestion is really, why treat crashes differently from other bugs? 
²ŜƭƭΣ ǘƘŜȅΩǊŜ ŜȄǘǊŜƳŜƭȅ ŀƴƴƻȅƛƴƎ ǘƻ ǘƘŜ ŎǳǎǘƻƳŜǊΣ ŀƴŘ ǘƘŜȅ Ŏŀƴ ƳŀƪŜ ȅƻǳ Ŧŀƛƭ ŎŜǊǘ 
outright more easily than almost any other bug. 
.ǳǘ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΣ ƻƴŎŜ ȅƻǳ ƪƴƻǿ Ƙƻǿ ǘƻ ŘƛŀƎƴƻǎŜ ǘƘŜƳΣ ƛǘΩǎ ƻŦǘŜƴ ƻōǾƛƻǳǎ ǿƘŀǘ 
caused the crash.
So crashes have a pretty high ratio of how annoying they are over how hard they are to 
fix.
Also, crashes are unique in ways that makes them debugabbleby means not available 
ǘƻ Ƴƻǎǘ ƻǘƘŜǊ ōǳƎǎΥ ƛƴ ǇŀǊǘƛŎǳƭŀǊΣ ƛǘΩǎ ƻŦǘŜƴ ŜŀǎƛŜǊ ϝƴƻǘϝ ǘƻ ǿŀƛǘ ŦƻǊ ŀ ǊŜǇǊƻΣ ǎƛƴŎŜ ȅƻǳ 
ƘŀǾŜ ŀ ǎƴŀǇǎƘƻǘ ƻŦ ǘƘŜ ŎǊŀǎƘΩǎ ǎǘŀǘŜΦ
!ƴŘ ǊŜŀƭƭȅ ǘƘƛǎ ǘŀƭƪ ƛǎƴΩǘ ǎƻ ƳǳŎƘ ŀōƻǳǘ ŎǊŀǎƘŜǎ ǇŀǊǘƛŎǳƭŀǊƭȅ ŀǎ ŀ ŦƻǊŜƴǎƛŎ ŀǇǇǊƻŀŎƘ ǘƻ 
debugging: how you can look at the current state of a process, at its memory and stack, 
ŀƴŘ ŦƛƎǳǊŜ ƻǳǘ ǿƘŀǘΩǎ ƎƻƴŜ ǿǊƻƴƎ ŀƴŘ ǿƘŀǘ ǘƻ Řƻ ŀōƻǳǘ ƛǘΦ 
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